P B e o,

RVC DATA PROTECTION POLICY

POLICY and PROCEDURES

Responsibility of Data Protection Officer
Review Date July 2019

Approved by CEC

Author D.Hardyman-Rice

Data Protection Policy DHR / MG May18




Page 2 of 14

CONTENTS PAGE
1) Policy Statement 3
2)  Key definitions 4
3) Six Data Protection Principles 5
4)  Data Controller 5
5)  Supervisory Authority 5
6)  Accountability & Transparency 5
7)  Data Protection Officer (DPO) 6
8) Implementation of the RVC Data Protection Policy 6
9) Data Processing 7
10) Data Protection Impact Assessment (DPIA) 7
11) Recording Keeping of Personal Data at the RVC 7
12) Security 8
13) Privacy Notices 8
14) Use of Third Party Data Controllers / Processors 8
15) Lawful Basis for Processing Data 8
16) Change of Lawful Basis for Processing Data 9
17) Further Processing of Data 10
18) Retention of Personal Data 10
19) Processing Children’s Personal Data 10
20) Processing Special Category Data 10
21) Criminal Offence Data 11
22) Rights of Data Subjects (Individuals) 11
23) Subject Access Request (SAR) 11
24) Personal Data Breaches 11

Appendix 1 — Rights of Individuals 13
Appendix 2 — Requirements for Special Category Data 14

Data Protection Policy DHR / MG May18



1)

Policy Statement

The Royal Veterinary College holds and processes information about employees, students, clients,
suppliers and other Data Subject$or various academic, administrative and commercial purposes.
The College is committed to protecting the rights and freedoms of all our Data Subjectand to
processing their data securely in accordance with our legal obligations.

The RVC will process data in accordance with the six Data Protection Principles, having established
and documented a lawful basis for data processing together with an additional condition when

processing any Special Category Data.

The RVC will not process data in ways that have an unjustifiably adverse effect on the Data Subjects
and only handle data fairly and in ways that Data Subjectsvould reasonably expect.

The RVC will implement appropriate technical and organisational measures to ensure and be able to
demonstrate that processing is undertaken in accordance with its legal obligations.

The RVC recognizes that data subjects have specific rights relating to the collection and use of their
personal data and will ensure that it complies with these individual rights.

The RVC will ensure that it remains in compliance with current UK Data Protection law.
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2) Key definitions

General Data Protection Regulat
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Under delegated authority from the College Executive Committee, the responsibility for monitoring
compliance with the GDPR / current UK Data Protection law, our data protection policy,
awareness-raising, training, and audits will rest with the Data Protection OfficgDPO).

The College Executive Committee will ensure that:

X itinvolves the DPQin a timely manner, in all issues relating to the protection of
PersonalData

x the DPQis sufficiently well resourced to be able to perform their tasks x

Page 6 of 14 Data Protection Policy DHR / MG May18






X accurate and, where necessary, kept up to date

X keptin a form that permits identification of Data Subject§or no longer than is necessary
for the stated purposes for processing the data

X protected against unauthorized or unlawful processing.

12) Security
All PersonalData must be processed in a manner that ensures its security. This must include
protection against unauthorized or unlawful processing and against accidental loss, destruction or
damage. Appropriate technical and organizational security measures must be employed.

13) Privacy Notices
The term
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2) Contract
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17)

18)

19)

20)

Further Processing of Personal Data

Where further processing of Personal Datés considered for a purpose other than that for which the
data was originally collected, the Data Subjecinust be provided with information on that other
purpose and with any other relevant information before such further processing takes place. Any
changes to the purpose for the processing must be documented by the person processing the data.

Retention of Personal Data
No specific minimum or maximum retention period is specified by law but retention of Personal
Data must comply with the 5" Data Protection Principle (§3 above). In practice this means that
anyone who is responsible for processing Personal Datavill need to:

X review the length of time that they keep Personal Bta

X consider the purpose or purposes for which they hold the information in deciding whether

(and for how long) to retain it

x securely delete information that is no longer needed for this purpose or these purposes

X update, archive or securely delete information if it goes out of date.
The law does not define ‘delete’ or ‘deletion’ but recognizes that the implied meaning of
‘destruction’ differs for paper records and electronic records. The deletion of Personal Datds an
important issue and anyone responsible for the deletion of Personal Datahould refer to the ICO
guidance available through the following link:
https://ico.org.uk/media/for-organisations/documents/1475/deleting_personal data.pdf
Any uncertainty relating to the storage or deletion of Personal Datanust be raised with the DPO

Processing Children’s Personal Data

Children need particular protection when their data is being collected and processed, since they may
be less aware of the risks involved. For this reason and prior to the processing of any children’s
Personal Data, the person responsibléor processing the data must carry out a DPIA(810 above)

Processing Special Category Data

In addition to establishing the appropriate lawful basis (or bases) for each data processing activity, if
the data being processed includes Special Category Data, then a specific condition for processing
such data must also be identified. Even when a Data Subjectas given consent to the processing of
their personal data in general, explicit consent must be obtained from them before any of their
Special Category Dataprocessed.

This category of data could create more significant risks to a Data Subjecs fundamental rights and
freedoms, for example by putting them at risk of unlawful discrimination.

Such data includes (but is not limited to):
X race

ethnic origin

political opinions

religious or philosophical beliefs

trade union membership

genetics

biometric data used to identify an individual

health

sex life

sexual orientation

X X X X X X X X X
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The choice of lawful basis for data processing does not dictate which special category condition is
applicable.

The choice of the specific condition for processing Special Categofatamust be made in
consultation with the DPQand, in order demonstrate compliance, all decisions must be fully

documented.

The requirements for processing Special Category Datae shown in Appendix 2.
21) Criminal Offence Data

Personal Bta relating to criminal convictions and offences or related security matters must only be
processed by anyone responsible for processing data when they are acting in an official capacity or
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If the breach is likely to result in a high risk of adversely affecting individual’s rights and freedoms,
the Data Subject(sjoncerned must also be advised without due delay.

The DPOwiill facilitate the decision-
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APPENDIX 2 - Requirements for Special Category Data
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